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Two Planes

O Data Plane: Actual data de\'\\/e\f\j

0 contvol Plane

> TO Suppovt data delivery (efficiently, veliably, and
etc.)

> ’Rout’ms wmformation exchavxge

> I Sowme Sense, every protocol except data de\’n/e\(\j 1S

consideved to be control plane protocols

] Example network

> Peev-to-peer netwovrk cellulav network Internet ---



Histovicadl LiSt of Botwnet

2004 Bagle 230Kk 57 ®/day centvalized
2007 Storw > | 000k >  ®/day 27Y
2008 Maviposa 1Z oook ? centralized
2008 waledac g0k ? centvalized
2003 conficker >lo oook lo B/day ctvizd/P2?
2009? Mega-D 4 ook lo ®/day centralized
20097 Zeus >3 book ?

2009 BredoLab 30 000K 3.6 ®/day centvalized

20l(0 ThL4 4 Sook ? Y27




Miscov&"gu\raﬁovxs and Redirection

Q 497: AS7007 O 2008: Pakistan Youtube
» claimed shovtest Path to the whole » decided to block Youtube
wternet » Owne ISP advertised 3 swall part of
> CAusing Internet Black hole YouTube's (AS 36561) wetwork
O zo004: TTNet (AS9Iz() O zolo: china
» claimed shovtest Path to the whole > 159 of whole Internet tva$§ic was vouted
Internet through chind for (8 minutes
» Lasted for severdl houvs > ncluding .wil and .gov dowmain
Q zoob: ASz7056 O 2oll: china
> 'stole” several important prefixes own > All tvaf§ic Svom US Phone to Facebook
the Intevnet > vouted through china and kovea

> Fvrow Martha Stewavrt Living to The
New Yovk Da‘\\\; News



300&Gb7s DDOS

Q300 Gbps DDOS 3gainst Spawmhous svowm Stophous
Q Mitigation by cloud¥lave using anycast
Q Stophous tuvw tavgets to IX (Internet Exchange)

[ oved - world IX Bandwidth

> KT: b6o Gbps, SkB: 235 Gbps, LGu+: 145 Gbps SkT: (oo
Gbps

> Total: | Tb?S
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LoSing contvol o the Internet

- USing the Data Plane
+0 Attack the control Plane -

Network and Distributed Systew Security (NDSS) 2ol




Shwl;-l;’\hg Dowwn the Intevrnet

1 Fast pvordgating wovrwm
> codeRed Slammer worm
0 Router wmisconfiguration
> AS7007
0 2oll
> EqYPt, Libya: Internet Kill Switch

> US government dich\SS’ma Internet Kill Switch Bl n

emevgency Situdtion



Othevr Internet contvol Plane News

0 Apvil zoog: Whole youtube traf§ic divected to Pakistan

0 APvil 2olo: (59 0§ whole Internet tvaf§ic was vouted
through chind fov 18 wminutes (ncluding .wmil and .qov

domain)

0 Mavch zoli: All tva§§ic fvowm uUS Phowne +o Facebook was
vouted through chind and kovea



LoSing contvol

O Attack on the Internet's control plane
O overwhelm vouters with &7 updates
0 Launched using ownly a3 botnet

] Defenses ave now trivial

0 Di§ferent Svow DDoS on web servers



Attack Model

QO No vouter compromise ov miSconfiguration

> ®GPSEC ov Siwilayr techwnologies

0 Ouv attack wodel: unprivileged adversary
> can genevate only data plane events
~ doeS wot cowntvol any BGY Spedkers

> botnet of 3 veasownable size

»bo (oo 250 book wodes




can we Shut dowwn
the \nternet OV\\\j U\S'\V\s

data plane events?

How wuch cowntrvol plane events
can be gehera{;ed by data plane events caused by

coovrdindted Set of compromised computers?

SvsSec




AS BGP and the Internet

Q AS (Autonowous Systew)

> cove AS: High deavee of connectivity

> Fringe AS: very low degrees of connectivity, Sitting at the outskirts of
the Internet

> Tvansit AS: cove ASes, which 3gvee to forward tvaf§ic to and from other
Ases

QO ®&?P (Bovder Gateway Protocol)

> the de §3acto standavd vouting protocol sSpoken by vouters connecting
diffevent ASes.

> BG?P 1S @ path vector vouting dlgorithw allowing vouters to wmaintadin 3
table of AS Paths to every destination,

> uses policies to ?\re%evevxt‘\a\\\j use cevtain AS Paths n favor.,



DST: (0.0.0/8
Path: A

DST: (.0.0.0/8
Path: B, A

DST: .0.0.0/8
Path: ¢, A

DST: l0.0.0/8
Path: D, B A

DST: (0.0.0/8
Path: g, ¢ A



DPST: (.0.0.0/8
Path: B A A

DST: (.0.0.0/8
Path: ¢, A

DST: (.0.0.0/8
Path: D, 3 A

/

DST: (.0.0.0/8
Path: €, ® A



DPST: (.0.0.0/8
Path: B, ¢ A

DST: .0.0.0/8
Path: ¢, A

DST: L.0.0.0/8
Path: D, € A

DST: (,0.0.0/8
Path: E, © A



How does the attackevr Pick |inks?
How does the attackev divect +va$§ic?

UPDATE! UPDATE!
~a >




{A® Ac ABE, ABD}

(00
Q S (e) o
Cyle)= A = Cy(e) = Qpath,(e)
1 14 Sst 1 TV
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[A®, Ac, ABE, ABD}

[BA, BC BD BE] {CA, B, CD, CE}

Lo
Lo

{D®, DBA, DBAC, DBE] {E®, EBA, EBAC, EBD]




Spread attack flows!






One Tavget per Attack
Flow!




Siwvulation Overview

0 Siwwulator +o0 wodel network d\jV\awﬁcs

> ToPology 3evxeva+,ed Svom the Internet
0 Routers fully functional BG?P spedkers

g ®ot distvibution Srom waledac

0 ®andwidth wodel wovst case for attacker



Tavgeted link: Any link Selected for disvuption

Last wile links: Mh—tavgeted links that connect QYIV\ge
ASes to the vest of the netwovrk

Transit link: Any link that does wot §it the other two
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Factovrs of Novrwal Load
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90t percentile of of wessage (03ds experienced by
vouters undevr 3attack
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cove Routers update Time
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Possible DeSewnses

Q Shovt Terw

Hold Tiwme = Maxint

[ Lowng Term

Pevr§ect @0S



HoldTime = Maxint

CDF

0 500 1000 1500 200C
Factors of normal load
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PevrSect @0S

0 Needs to quarantee control packets wust be sent

> Does not quarantee they will be processed due to

oversubscription
0 Recommendation

> (VTYtMél\\\j) Separating cowntrol and data plawne
> Sender Sides @oS

> ’Rece"\/’\hg nodes wmust process packets in line Speed



conclusion

0 Adversarial voute ‘}\a??’ms on an Intevrnet Scale
QO 'wplemented using only 3 modest botnet

0 Defenses are non-trividl but incrementally
deployable



Future work (in progress)

] cascaded $ailuve

> Routev §ailuve W\oc\e\’ma

0 Attacks using vemote compromised vouters
> Tavgeted Attack: Internet kill Switch

0 Router DeSign fov the Futuve Internet

> Softwavre voutev?




&Y Stvess Test

O Routers placed n cevtdin States §ail to provide the functionality
they sShould.

Q uwexpected but ?e\r%ec-l;\\j \ega\ &Y wessages can Place vouters
wnto those states

0O Awny assumptions about the likelyhood of encountering these
wessages do not 3pply under adversarial conditions,

Peevr Pressuve: Exerting Malicious Influence on Routers at 3 Distance, Max Schuchavd, christopher
Thowmpson, Nicholas Hopper and Yongdae kim, (cDCS 2003




Attacking Neighborhood (Memovy)

O How wany BGP updates needed to consume 1GB memory?
0N Y ——— . —

About 2,000,000 BGP updates is
needed to succeed this attack
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Attacking Neighborhood (Memovy)

QO Distinct/long length AS paths and community attribute

~ 300,000 BGP updates isenough 3
S : -
S for this attack -
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Attacking Neighborhood (cPu)

QO Hash collision makes vouter Spend wove procesSing time
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®ack Pvessuvre




auestions?

0 Yongdde Kim

» email: vyvongdaek(@kaist.ac.kr

» Home: http://syssec.kaist.ac.kr/~vongdaek

» Facebook: https://www.facebook.com/vOngdaek

» Twitter: https://twitter.com/yvongdaek

> Google “Yongdae Kim”
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